NHOOPMAINNOHHASA MAMATKA
JJISA OBYYAIOIIIUXCA

C KaXILIM TOJIOM MOJOJIEKH B HHTEPHETE CTAHOBUTLCS OOJIBIIE, a
IIKOJILHUKHM OJIHM M3 CaMbIX aKTHUBHBIX ITO0Jb30BaTejic PyHeta. Mexay Tem,
IIOMHMO OT'POMHOI0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M IMPOOJEMBLL
OTa naMsATKa A0 KHA IOMOYb TeOe 0€30IacHO HAXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BHPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX IPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBIISIETCA CIIOCOOHOCTDH K Pa3MHOMKEHUIO.
B nononHeHue K 3TOMyY, BUPYChl MOT'YT MOBPEANTH WM TOJHOCTHE) YHUUYTOXKHUTh
Bce (pailsibl 1 JaHHbIE, TOAKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHU KOTOPOIo ObLIa
3amylleHa 3apa)K€HHas Mporpamma, a TakKe MOBPEAUTh WIM AaKE YHUUTOXKUTH
OIEpalMOHHYI0 CUCTEMY CO BceMM (paiizamMu B 1ieJoM. B OOJIBLIMHCTBE CilydacB
PacCIpOCTPAHSIOTCS] BUPYChI YEPE3 UHTEPHET.

MeTo/1bl 3aIIMTHI OT BPEIOHOCHBIX TPOTPAMM:

1. HMcnonb3yili COBpPEMEHHBIE OIEPAIMOHHBIE CHUCTEMBI, HUMEIOIINE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. TlocrossHHO ycTaHaBiauBail madytu (UMQPPOBBIE  3aIUIATKH, KOTOPBIE
aBTOMATUYECKH YCTAHABIIMBAIOTCS C IEJNbIO JOPAOOTKM MPOrpaMMbl) U JApyTHE
OOHOBJIEHUSI CBOeW omnepaluoHHOW cuctembl. CKauuMBaii HMX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMAaTHUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Paborali Ha cBoeM KOMIIbIOTEpE TIOJ IIpaBaMH IIOJb30BaTeNs, a He
aIMUHUCTpPATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. MHcnonp3yii  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTBI  H3BECTHBIX
IIPOU3BOAUTENIEH, C aBTOMAaTHUECKUM OOHOBJIEHHEM 0a3;

5. Orpaanyb HU3NIECKUH JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIHUIL;

6. Mcnonp3yil BHENIHWE HOCUTETN MHGOpPMAINK, TaKue Kak (uemka, TUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpeiBali KOMIBIOTEpHBIC (ailibl, TOJyYEHHbIE W3 HEHAJACKHBIX
ucTouHUKOB. Jlaxke Te (pailybl, KOTOpBIE MPHUCTAN TBOW 3HAKOMBIN. Jlydie yrounu
y HETO0, OTIIPABJISI JIU OH Te0e UX.

Cern WI-FI

Wi-Fi - 310 He BUJ nepenayu JaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIbL OpeHI,
Mapka. Eme B 1991 roay Hunepnanjickas KOMIAaHUSI 3aperucTpupoBaia OpeH[
"WECA", uyto o6o3Hauano cinoBocouetanue "Wireless Fidelity", xoTopsiii
MePEeBOJUTCA Kak "OecrpoBOAHAS TOYHOCTh".



Jlo Hamero BpemMeHHW jaouuia apyras abOpeBuaTypa, KOTopas SIBIS€TCS TaKOu
ke TexHosorued. Dto abOpeuarypa "Wi-Fi". Takoe Ha3zBaHume OBLIO JaHO C
HAaMEKOM Ha CTaHAapT BbIclIed 3BykoBoMl TexHuku Hi-Fi, uro B mnepeBojae
03Ha4aer ""BbICOKAas TOYHOCTH'.

Jla, GecrutaTHBIM MHTEPHET-IOCTYN B Kade, OTeNsIX M a’pornopTax SBIsSETCA
OTJIMYHONW BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HO MHOrMe sKCHepThl CUMTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThlI 110 0€30MacHOCTH PabOThI B 00IIEeA0CTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoto IMUHYIO0 HHpOpMaLHIO yepe3 odumeaoctynHsie Wi-Fi cetu.
Paborass B HUX, KenaTeIpHO HE BBOJUTH MApOJIM JOCTYNa, JIOTUHBI U KaKHUe-TO
HOMeEpa;

2. Ucnonb3yit 1 OOHOBIISIN aHTUBUPYCHBIC IPOTpaMMEI B OpaHaMayep. Tem caMbiM
Tl 00€e30naculllb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢ynkiuio "OO6mwmiit goctyn k ¢aiinam u
npuntepam". JlaHHas QYHKIUS 3aKppITa MO YMOJIYaHUIO, OJHAKO HEKOTOPHIC
MOJIb30BaTENM aKTUBUPYIOT €€ JUIsl y00CTBa UCTIOIb30BaHUs B paboTe Uiu yueoe;
4. He ucnonw3yit myonuunsii WI-FI nis mepenaun AMUHBIX JaHHBIX, HapuMep
JUTSL BBIXOJIa B COI[MAIbHBIC CETH WJIM B DJIEKTPOHHYIO TIOUTY;

5. Mcnonp3yit ToNbKO 3amniuiiieHHoe coeannenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHO "https:/";

6. B wmoOunbHOM Tenmedone otkaoun  pyaknuio "Tlomkmrouenune k  Wi-Fi
aBToMatudeckn". He momyckail aBTOMaTH4eCKOrO MOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

ConuajibHbIE CeTH

ConmanbHpIe CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JTIFOJU pabOTaIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJIHAP] YEIIOBEK,
YTO ABJISETCS OJHOM CEIBMOM BCEX JKUTEIEN IUIaHeThl. MHOTME I10JIB30BaTEIN HE
MOHUMAIOT, YTO MHGOpPMaIUs, pa3MelieHHAs UMH B COIIMAJIBHBIX CETAX, MOXKET
OBITh HaliZicHAa W HCIOJb30BaHA KEM YTrOJHO, B TOM YHCJE HE 0053aTEIBHO C
OJlaruMu HaMepEHHUSMHU.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH B COLIMAIbHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsX HE JOJDKHO OBITH CIIy4allHBIX H
HE3HAKOMBIX JIIOCH;

2. 3ammumiail cCBOIO 4YacTHYIO >KM3Hb. He ykaswiBaii mapoinu, TenedoHBI, aapeca,
JaTy TBOETO POXKICHHUS W JPYTylo JHYHYI0 WHGOPMAIHIO. 3JI0YMBIIIICHHUKH
MOTYT HCIIOJIb30BaTh Jake WHPOPMAIMIO O TOM, KaK Thl W TBOW POJIUTEIH
IJIAHUPYETE NPOBECTH KaHUKYIIbI,

3. Bamuimai CBOIO pEIyTaIydio - JCPKH €€ B YHCTOTE W 3ajaBail cebe BOmpocC:
X0Tesl Obl Thl, YTOOBI ApPYrue MOJb30BAaTE€NM BUJIEIU, UYTO Thl 3arpykaemib?
[Tomymaii, mpex/ie 4emM 4To-TO ONMyOIMKOBaTh, HAIIMCATH U 3arPYy3UTh;

4. Ecii Thl TOBOpHILb C JIOJbMHU, KOTOPBIX HE 3HACIlb, HE HCHOJIb3YH CBOE
peansbHOEe UMS U APYTYIO JUYHYI0 UHGOPMALUU: UMS, MECTO KUTEIbCTBA, MECTO




y4eObl U Mpoyee;

5. Us6erait pasmenienus d¢otorpaduii B MHTepHEeTe, e Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OIPEAEIUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu perucrpauuu B COLMAIBHON CETM HEOOXOAMMO HCIOJIB30BATh CIOXKHBIE
MapoJI, COCTOSIINE U3 OYKB M LIU(P U C KOJUYECTBOM 3HAKOB HE MeHee §;

7. a8 coumanbHOW CETH, MOYTHl U JIPYTUX CAWTOB HEOOXOAMMO HMCHOJIb30BATh
pasHble maponu. Toraa ecnu TeOs B3JIOMAKOT, TO 3JOYMBIIUIEHHUKH MOJIy4aT
JOCTYTI TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IEeHbI' U

DONEeKTPOHHBIE JIEHBIM - 3TO OYeHb YAOOHBIM croco0 miiarexei, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOTYYUTh STH JICHBIH.

DJNEeKTPOHHBIE JIEHBI'W MOSBWIMCH COBCEM HEAaBHO M MMEHHO M3-32 3TOTO BO
MHOTHX TOCyIapCTBaX J0 CUX MOp HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKITMOHUPYIOT B O HUX YK€ TMPOMUCAHO B 3aKOHE, T UX
pa3aelsaoT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIC M HE aHOHUMHEBIC. Pa3HHIIa B TOM,
YTO aHOHUMHBIC - ATO T€, B KOTOPHIX pa3peliaeTcss MPOBOIUTH OmNepaiuu 0e3
WICHTU(UKAIIAN TT0JTH30BATENsl, & B HCAHOHUMHBIX UACHTH(DHUKAIHS TIOTB30BaATEIS
ABIIAETCS 0053aTENBHOM.

Taxke cnemyer pasnuyaTh DJIGKTPOHHBIE (UATHBIE JICHBIH  (PaBHBI
rOCYJapCTBEHHBIM BaJlOTaM) W DJIEKTPOHHbIE HedUaTHBIE IEHBIU (HE paBHBI
TOCY/IapCTBECHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO O€30MacHOM paboTe ¢ AAECKTPOHHBIMU JICHbIAMH:

1. IIpuBsku K cuyeTy MOOWIBHBIN TeneoH. DTo caMblii yIOOHBIH M OBICTPBIMA
Ccroco0 BOCCTaHOBHUTH JOCTYN K cueTy. llpuBsizaHHbIN TenedoH MOMOXKET, €CIH
3a0yJens CBOM TUIATC)KHBIM TapoJib WM 3aiJielllb Ha CalWT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonw3y#t onaHopa3oBble mnaposu. Ilocie mnepexoga Ha YCUIICHHYIO
aBTopu3aIMio Tebe yke He OyleT yrpoXaTh OMAacCHOCTh KpaKW WIIM TIepexBaTta
IJIaTEKHOTO MapoJIs;

3. Beibepu cnoxxHbIi maponb. [IpectynmHukaM OyaeT He MPOCTO yrajaTh CIOKHBIN
napoiib. HajiesxHple maposid - 3T0 mapoJid, KOTOPbIE COAEPKAT HE MEHEe 8 3HAKOB
U BKJIIOYAIOT B ce€0S CTPOYHBIE W MPOMHCHBIC OYKBBI, IMUMPHI M HECKOIBKO
CUMBOJIOB, TaKHME€ KaK 3HaK joJuiapa, (yHTa, BOCKIWIATEIbHBIM 3HAK M T.I.
Hampuwmep, $tROng!;;

4. He BBOJM CBOM JTMYHBIE JaHHBIE HA CAalTaX, KOTOPBIM HE 1OBEPSEIIIb.

DJIeKTPOHHAS MO4YTA

DJNIeKTpOHHAS TOYTa - ATO TEXHOJOTHS W MPEIOCTABIAEMBbIC €10 YCIYTH IO
MEePEChUIKE M MOJYUYECHHIO AJIEKTPOHHBIX COOOIIECHHI, KOTOPhIE PaCTIPEACISIOTCS B
KOMIbIOTepHOH ceTh. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIEIYIOIIUM 00pa3oM: UMsI_TIOJI30BaTEIA(@WUMS_ToMeHa. Takke KpoMe nepeaayuu



MIPOCTOT0 TEKCTA, UMEETCSI BOBMOXKHOCTh MepeaBaTh (Dailsbl.

OCHOBHBIE COBETHI 110 0e30naCcHON PabOTe ¢ MIEKTPOHHOU MOYTOM:

1. Hano BeIOpaTh MpaBUIIBbHBIN MOYTOBBIM CepBHC. B MHTEpHETE €CTh OrPOMHBINM
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIy4dllle JOBEPSITH TEM, KOIO
3HACLIb U KTO IIEPBbIM B PEUTHUHIE;

2. He yka3piBail B JMYHOM mouTe JuuHylo uHpopmanuio. Hampumep, myuqie
BbIOpaTh "My3bIKanbHbIA_(haHaT@" nmm "pok2013" BmMecto "temall";

3. Ucnonp3yll ABYX3TallHYI aBTOPHU3ALMIO. JTO KOrJa MOMUMO MHapoJisl HYKHO
BBOJMUTH KOJI, IPUChUIAEMBbIN 110 SMS;

4. BeiObepu clOKHBIN Maposib. [ KaXkJ10ro Mo4ToBOro siuKa J0JKEH ObITh CBOM
HAJIC)KHBINM, YCTOWUYMBBIN K B3JIOMY 1apOJIb;

5. Ecau ecTh BO3MOXXHOCTh HaIlMCaTbh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH
3Ty BO3MOXHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBblii ISl 4aCTHOM MEpenucku ¢
agpecaTaMy, KOTOPBIM Tbl JOBEpSCIIb. OTO JJIEKTPOHHBIA aJIpec HE HaIo
UCIIOJIb30BaTh MPU PETUCTpaluu Ha (opyMax U canTax;

7. He otkpbIiBaii ¢aiiabl U Apyrue BIOKEHHS B MHUCbMaX, JaKe €CIM OHU MPUIILTH
OT TBOUX Jipy3ei. Jlydille yToOuYHU y HUX, OTIIPABIISUIN JIK OHU TeOe 3TH (hailiibl;

8. Ilocne okoHuaHus pabOTHI Ha MOYTOBOM CEPBHCE IMEpE]] 3aKPHITHEM BKJIAIKU C
caiitoM He 3a0yab HaXXaTh HA "BeiiTu".

Ku6epOyJiiMHI WM BUPTYaJibHOE U31€BaTeJIbCTBO

KubepOymmuHr - mpecieioBaHHE  COOOIIEHUSIMH,  COJAEPKAIIUMU
oCcKOpOJIeHuUs, arpeccuto, 3aImyruBaHue; XYJIUTaHCTBO; COLIMATIbHOE
OOMKOTHPOBAHHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO HOpbOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiics B Ooii. JIyumuii crioco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIU
HET TOT0, K KOMY MOXHO 00paTUTHCS, TO BHAYAJIe YCTIOKOUThCS. Eciu Thl HauHeb
OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OOJIbIIE Pa30XIKeIllb
KOH(JIUKT;

2. Ynopaisii cBoel KubeppenyTaimei;

3. AHOHUMHOCTH B ceTH MHHMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIHTaHCKUN 00pa3 BHUPTyalbHOW >Ku3HU. HWHTEpHET
¢ukcupyer Bce TBOW JACHCTBUS W COXpaHACT MX. YIaluTh uX OyJeT KpailHe
3aTPYAHUTEIBHO;

5. Cobiroail CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enquanyHbiii HeratuB. OJTHOPA30BBIE OCKOPOHMTEIIBHBIC COOOIICHHUS
Jydiile urHopupoBaTh. OOBIYHO arpeccus MPeKpallaeTcsl Ha HayaabHOM CTaauM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COIMMAIIBHBIX CETSIX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIPABKHA COOOIICHHUHA C
OMpEJICICHHBIX aJPECOB;

8. Ecim Thl cBumerens kubepOyminHra. TBow AEMCTBUSA: BBICTYNUTH MPOTHUB




IpecIeaoBaTeNsl, MOKa3aTh €My, YTO €ro JEHCTBUS OLEHMBAIOTCS HETATUBHO,
MOJAJIepKaTh KEPTBY, KOTOPOW HY)KHA ICHXOJIOTMYECKass IMOMOIlb, COOOIIMTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO IMOBEJICHUS B CETH.

MooniabHbli TesedoH

CoBpemeHHbIe cMapT(OHBI U IUIAHIIETH COJEpkKaT B ce0€ BIOJTHE B3POCIHBIN
GyHKIMOHANI, W Teneph OHM MOTLYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU
KoMmbioTepamu. OTHaKO, CPEACTB 3aIUTHI JJIs MOJOOHBIX YCTPOMCTB MOKAa OUYECHB
Masio. TecTupoBaHME W TIOMCK YSI3BUMOCTEM B HHUX MPOUCXOAUT HE TakK
uHTEeHCUBHO, Kak s [1K, To jxe camoe kacaeTcsi ¥ MOOMIIBHBIX MTPUIIOKECHUH.

CoBpeMeHHbIE MOOUITbHBIE Opay3epbl yKe MPAKTUYECKHU JTIOTHAIM HACTOJbHbBIC
aHaJOrM, OJHAKO pacliMpeHue (QyHKUMOHANA BIEYEeT 3a coOOM OO0NbIIYIO
CJI0°)KHOCTh U MEHBIIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce NPOUBBOAUTENM BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE
KPUTHYECKUE YS3BUMOCTH JJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JUIsl O€30MaCHOCTH MOOUIILHOTO TelieoHa:

1. Hudero He sBISETCS IMO-HACTOSIIEMY OeCIUIaTHBIM. Byab oCTOpoKeH, BeIb
Korja Tebe mpeaiararoT OecIIaTHBIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KaKHE-
TO IUIATHBIC YCIYTH;

2. Jlymaii, mpesxae 4yeM otrnpaBuTh SMS, ¢oTo wim Buaeo. Trl TOUHO 3HACIID, T]IE
OHM OyIyT B KOHEYHOM UTOTE?

3. HeoOxo1uMo 0GHOBIISATH ONEPAllMOHHYIO CUCTEMY TBOET0 cMapTQoHa;

4. Vlcrionp3yit aHTUBUPYCHBIE TPOTrPAMMBI JJIs1 MOOUITBHBIX TEJIE(POHOB;

5. He 3arpyxaii mpuiio)KeHHsI OT HEM3BECTHOTO HMCTOYHUKA, BEAb OHU MOTYT
coJiepKaTh BPEeIOHOCHOE MPOTrpaMMHOE 00eCIIeYeHHE;

6. Ilocie Toro kak Thl BHIHJCHIL C caliTa, TJ€ BBOAWI JIMYHYIO HH(POPMAIIUIO,
3aiiIM B HACTPOMKU Opay3epa u yaainu cookies;

7. Tlepuogmdecku mpoBepsiid, Kakue TUIATHBIC YCIYyrHW aKTUBHUPOBAHBI HA TBOEM
HOMeEpE;

8. Jlamaii cBoif HOMEp MOOWIBHOTO Telie()OHA TOIBKO JIFOASM, KOTOPBIX ThI 3HACIIIH
U KOMY JTOBEpSICIIIb;

9. Bluetooth momkeHn ObITh BBIKIIFOUEH, KOTJIAa THl UM HE MOJIb3yenibes. He 3a0pIBaii
WHOTJIa TIPOBEPATH ITO.

Online urpsoi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHbIE, 3aXBATHIBAIOIINE PA3BIICUCHHUS,
OOBEMHSIONNE COTHH THICAY YEJIOBEK MO BceMy Mupy. Wrpoku wuccremyror
JAHHBIA UM MUP, OOLIAIOTCSA APYT C APYTOM, BBIMOJHSIOT 3aJJaHUSI, CPAXKAIOTCS C
MOHCTpaMU U TMOJYYalrOT OMBIT. 32 YAOBOJIbCTBUE OHU IJIATAT: MOKYHAIOT JIUCK,
OIUIAYMBAIOT a0OHEMEHT WK MPUOOPETAIOT KAKHE-TO OIMIIHH.

Bce a1 cpenctBa uayT Ha nojjep KaHUE U Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMBl aBTOPU3AIMH, BBIMTYCKAIOTCS HOBBIC
natyu (1udpoBbIE 3aMIATKY JJIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B nogoOHbIX Urpax CTOUT ONAcaThCsl HE CTOJIbKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJsi, HAa KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI IO O€30MaCHOCTH TBOETO UTPOBOrO AKKAYHTA!

1. Eciu apyroil urpok BeAeT ce0s IIOXO MM CO3/JaeT Tebe HENpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanyiics agMUHHCTpaTOpaM MIPbl Ha IJIOXO€ IMOBEAECHUE ATOTO HIPOKAa,
KENATENbHO NPUIIOKUTh KaKHE-TO JOKAa3aTEIbCTBA B BUJE CKPUHOB;

3. He yxa3bIBaii TuuHy0 HHPOpMaLHIO B Ipodaiiiie urpsl;

4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranaBnuBail Heo(puIraibHble TATYU U MO/JIbI;

6. Mcnionp3yii CII0KHBIE U pa3HbIE TAPOJIN;

7. Jlaxke BO BpEMsI UTPbl HE CTOUT OTKJIKOYATh aHTUBUpPYC. [1oka ThI Urpaenb, TBOM
KOMITBIOTEP MOTYT 3apa3UTh.

@OUIINHT WIH Kpaka JUIHBIX JaHHBbIX

OOBIYHOM KpaKel ICHET U JIOKYMEHTOB CET'OJIHSI YK€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJIEHHUKHU MTEPEMECTHUINCh B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS "TFOOMMBIM" JIETTOM.

Tak mosiBHIIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (UIIHUHT,
TJIaBHAs 1eJIh KOTOPOTO COCTOUT B TONYYCHHH KOH(DHICHIIMAIBHBIX TaHHBIX
TIOJIb30BaTENIel - JTOTHHOB W maposei. Ha anrimiickoM si3eike phishing unrtaetcs
kak ¢umuHr (ot fishing - peiOHas o, password - maposnb).

OCHOBHBIE COBETHI 110 OOPKOE C HUITUHTOM:

1. Caenu 3a cBOMM akkayHTOM. Eciu ThI mojo3peBaciib, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIWMO 3a0JIOKMPOBATh €€ W COOOIIUTH aJIMHHHUCTPATOpPaM
pecypca 00 3TOM KaKk MOXHO CKOpee;

2. Wcnonp3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCIIE, WHTEPHET-MAarasuHOB U
MOMCKOBBIX CUCTEM;

3. cnonw3y#t crnoskHbIe U pa3HbIe Tapoiau. TakuM oOpa3om, eciau TeOs B3JIOMAroT,
TO 3JIOYMBIIUICHHUKHU MOIyYaT TOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQIIIIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s1 B3MOMaIM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIe 100aBieHBI Y T€Os B PY3bSIX, O TOM, YTO TEOS B3IIOMAIH U, BO3MOXHO,
OT TBOETO UMEHHU OYyJIET PacChIIATHCS CIIaM U CCHUIKM Ha (DPUIIIMHTOBBIE CAUTHI;

5. YcranoBu HanexHbri napons (PIN) Ha MoOWIBHEIH TenedoH;

6. OTKJII0YM COXpaHEeHHe NapoJis B Opaysepe;

7. He oTkpbiBail (hailsibl U Ipyrue BIOKEHUS B MUCbMAaX, JaXe €CJIM OHU MPUILIH
OT TBOMX Jipy3ei. Jlydllle yTOUHH Y HUX, OTIPABIISUIM JIU OHU TeOe 3TU (ailiibl.

Hudposas penyranus



HudpoBas pemyranus - 3TO HEraTHMBHAs WIM IMO3UTHUBHAs MHGOpMaLMs B
cetu o Tebe. Kommpomerupyromas uHpoOpManus, pa3MelleHHas B HWHTEPHETE,
MOXKET CEPbE3HbIM 00pa30M OTPa3UThCS HAa TBOEH peanbHOU xu3HU. "Lludposas
penyTtanus" - 3TO TBOM UMUK, KOTOPBIA (popmupyercs u3 undpopmaiuu o tede B
UHTEPHETE.

TBoe MecTO XUTENbCTBA, YUeObl, TBOC (DMHAHCOBOE TMOJIOKEHHUE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHorue nOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJUKALMM JIMYHON
uHpopmaiuu B MHTepHeTe, HE MOHKMMas BO3MOXHBIX MociencTBuil. Thl naxe He
CMOXEIIb JOTaAaThcs O TOM, 4TO (hoTorpadus, pa3MelIeHHas 5 JIeT Ha3al, cTana
OPUYMHOMN OTKa3a MPUHATH TeOst Ha padoTy.

KommenTtapuu, pazMenienue 1Boux (ororpaduil U Apyrue AeMCTBUS MOTYT HE
UCYE3HYThH JIa)Ke€ IMOCJE TOr0, KaK Thl MX YJAJIUllb. Thl HE 3HACUIb, KTO COXPaHUJ
3Ty HH(OpMaIHIO, IONaia M OHA B MOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIU OHA, &
TJIaBHOE: YTO MOJYMAIOT O TeOe OKPY’KAIOIIME JIFOJIM, KOTOPbIE HAWIYT U yBUAST
s10. Haiith uHpOpManMi0 MHOTO JIET CIIYCTS CMOXET JIF0OOW - Kak M3 JOoOpBIX
noOyX/IeHU, TaK U C HAMEPEHUEM NPUYMHUTH BpeA. DTO MOXKET OBITh KTO
YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE IMGPOBON PENYTAIIUHN:

1. Tlogymaii, mpexe 4eM 4To-TO MyOJIMKOBATh M MepeiaBaTh y ceOsl B 0J10Te WK B
COILIMAJILHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBU OI'paHUYCHUS HA MPOCMOTP TBOETO MPOoQuIs
U €ro COAEPKUMOro, CAenal ero ToJIbKO "mis apy3en”;

3. He pasmemaii u He yka3piBali HHGOpPMAILUIO, KOTOpas MOXET KOro-JIuodo
OCKOPOJIATH MIIK OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHBIC  IIKOJIBHUKH -  aKTUBHBIC  IIOJIB30BAaTEeId  IHQPPOBOTO
npoctpancTBa. OpHAKO JaJieKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH
BO3MOXHOCTSIMU  ItudpoBoro  mupa  TpeOyeT  coOmto/eHHMs MmpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun '"WHTEIUIEKTyallbHass COOCTBEHHOCTh' OTHOCUTCA K Pa3IUYHBIM
TBOPEHUSAM 4YEJIOBEUYECKOT0 YMa, HauyMHasi C HOBBIX M300pETEHUN UM 3HAKOB,
0003HavaroMMX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH, U 3aKaHYMBAas KHUTAMH,
dotorpadusmu, KUHODUIEMAMU U MY3bIKAILHBIMU TIPOU3BEACHUSIMHU.

ABTOpCcKHE TpaBa - ATO MpaBa Ha HMHTEIUICKTYaIbHYIO COOCTBEHHOCTh Ha
MMPOU3BEICHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYIAIOT B
KaueCcTBE TapaHTUHU TOTO, YTO HMHTEIUICKTYaJbHBIN/TBOPUYECKUN TPyA aBTOpa HE
OyZIeT HampacHBIM, JacT €My CHpaBeIJIMBBIE BO3MOXKHOCTH 3apaboTaTth Ha
pe3yibpTaTax CBOEro TpyJa, MOJYYUTh HU3BECTHOCTh W mpu3Hanue. Hukro 0e3



paspelieHuss  aBTOpa HE  MOXET  BOCIPOM3BOAUTHL €0 IIPOU3BEIECHMUE,
pacnupocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, MPOAABaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAaT, MyOJWYHO HCHOJHATH, MMOKa3bIBATH/UCHOIHATh B ApUPE WIH
pasmeruars B MHTepHere.

Hcnonb3oBanue "mupaTckoro’ mporpaMMHOr0 00ecredeHusl MOKET MPUBECTU K
MHOTHM PUCKaM: OT MOTEPH JTaHHBIX K TBOMM aKKayHTaMm J10 OJIOKMPOBKH TBOETO
yCTpOICTBa, TI/ie YCTaHOBJIEHA HeNeraibHas mporpamma. He crour Takxke
3a0bIBaTh, YTO CYLIECTBYIOT J€rajbHble M O€CIUIaTHbIE NPOrpaMMbl, KOTOpHIE
MOYKHO HAalTH B CETH.

O nopraJjie

CereBuuoK.pd - TBOW TJIaBHBIM COBETYMK B CETH. 371€Ch Thl MOXKEIIb Y3HaTh O
0€30MacHOCTH B CETU MOHSITHBIM M JOCTYNMHBIM $I3bIKOM, & MPU BO3HUKHOBEHHUHU
KPUTHYECKON CHUTyallMd OOpaTUThCA 32 COBETOM. A TakKe NPHUHATh ydacTHE B
KOHKYpPCaXxX M CTaTh CaMbIM LIU(PPOBHIM T'paKJaHUHOM !



